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1. Unlwd Certifacate filgvinnnssnm

&=/ « P20) » Certficate-ROC v [ 3 ][ search 201.. 2]
File Edit View Tools Help
‘ Organize « Include in library = Share with « Burn New folder =~ [ 9
o Eavoiites Name . Date modified  Type Size
73} PERSONO099_446140uid3610500019460_0734732.pf  21/5/2557 1234  Personal Infor... 5KB
Bl Desktop
4 Libraries
A sharear
1% Computer
& r ()
ca P2 (D)
ca P3(E)
2. manUu Next
£ B
Certificate Import Wizard u
Welcome to the Certificate Import
Wizard
This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.
A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.
To continue, dick Next.
< Back [ Next > ] [ Cancel
A A
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3. aanUu Next

Certificate Import Wizard Iz

File to Import
Spedify the file you want to import.

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store (.SST)

Learn more about certificate file formats

| <Back | Next> J|[ cancel

4. wiae Certificate Import Wizard
4.1 @mves Password Tvinasla Password fildundentu Certificate File
4.2 @3 Import options 1115188 “Enable strong private key protection. You will be prompted
every time the private key is used by an application if you enable this option.” Junsiden e

Uesiululiupradudnds private key
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4.3 adndy “Next”

[ Certificate Import Wizard ﬂ1

Password
To maintain security, the private key was protected with a password.

Type the password for the private key.
Password:

[¥|Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

[ Indude all extended properties.

Learn more about protecting private keys

<Back [ MNext>p| [ concel
P-’

5. pant@aen “Automatically select the certificate store based on the type of certificate”

5.1 manUy “Next”

[ Certificate Import Wizard - )

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

@ Automatically select the certificate store based on the type of certificate
") Place all certificates in the following store

Learn more about certificate stores
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6. TUSWNSULANINTINDD S18aDaAYaY Certificate NlAYINN1SARGA

6.1 aanyu “Finish”

- ™
Certificate Import Wizard M

Completing the Certificate Import
Wizard

>, The certificate will be imported after you dick Finish,

C;;;,? You have specified the following settings:

(ol it e s el Automatically determined by t

Content PFX
File Mame C:\Users\krataii\DesktopCert

4 I 2

< Back I[ Finish Jl[ Cancel

7. WsuAsNLEAIee Importing a new private exchange key

7.1 .AanUu “Set Security Level..” 1ievin1sasAnAulaeniiy

Importing a new private exchange key ﬂ

An application is creating a Protected item.

CryptaAP] Private Key

Security level set to Medium [ Set Security Level .. l

[ ok || Cancel || Detais.. |
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8. %138 Choose a Security Level
8.1 m@niden “High”

8.2 AanUy “Next”

g ™
Choose a Security Level - ﬂ

- ————

Choose a security level appropriate for this tem.

i@ High
Request my permission with a password when this
tem is to be used.

() Medium
Request my permission when this item is to be used.

< Back [ Next = _][ Cancel

9. whae Create a Password 1unsiarn Password 8nadaitetlestuntsdigs Private key Tunsldeuusiay
ada
9.1 1d Password ﬁéjadms&?}gd ax¥inn13 Confirm Password 5?1?1%3@
9.2 adnyu “Finish”

. P

Create a Password - o

Create a password to protect this tem.

Create a new password far this tem.

Password for: CryptoAP| Private Key

Password: T

Confirm: T

<Back || Fnsh ||| Cancel
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10. %1198 Importing a new private exchange key

10.1manY “OK”

Impaorting a new private exchange key ﬁ

An application is creating a Protected item.

CryptoAP| Private Key

Security level set to High [ Set Security Level... _]

OK JI| cCancel || Detais.. |

11. wihveuansdonu The import was successful. {un1sauganisfnasCertificate File
11.1mandu “OK”

Certificate Import Wizard @

:I The import was successful,

O3FU1.00, Tufl 20 wwey 2557

I 6



ﬁ']

TASINISNAILISEUU RDC Online

DA

Adlan1shang Certificate

N19619338DU Certificate UU Windows7

Wun1snsiaeu Certificate File Alsvinn1sinsa mdaudmsunisiduussuu RDC Online wausaly

1. @anControl Panel

2. \@en Internet Options

Microsoft Word 2010

‘Jj MNotepad

Calculator

@ Microsoft Excel 2010

o
\j’ Getting Started

@ Windows Media Center

Sticky Motes

% Snipping Tool
f‘ﬁ:";@) Paint

> All Programs

krataii

Documents
Pictures

Music

Games

Computer

Control Panel
Devices and Printers
Default Programs

Help and Support

| Search programs and files

@Qv’ﬁ + Control Panel » All Contrel Panel tems »

Adjust your computer’s settings

P Action Center

i Bluetooth Local COM

@ Deskiop Gadgets

Flash Player

&% Indexing Options

[E¥ Location and Other Sensers
M Peformance Information and Tools
& Realtek HD Audio Manager
& Speech Recognition

[ Troubleshocting

[ Windows Mobility Center

[+] Administrative Tools

q Color Management

&3 Device Manager

[ Folder Optians

R intel(R) nsrdtnussiadin du
F Mouse

# Personalization

f-' Recovery

@ Sync Center

8, User Accounts

ﬂ Windows Update

|75 AutoPlay
ﬁ Credential Manager
2 Devices and Printers
s Fonts
5% Metwork and Sharing Center
[.!:} Phone and Modem
& Region and Language
i System
H Windows CardSpace

Er! L

i& Backup and Restore

7ty Date and Time

B Display

21 Getting Started

g Java

& Notification Area Icons
3 Power Options

3 RemoteApp and Desktop
. Taskbar and Start Menu
B Windows Defender
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3. %199 Internet Properties
3.1 mAaniden “Content”

3.2 manwdan “Certificates”

ri;l Internet Properties mw

| General [ Secunty [ Privacy| Content |Connections [ Programs | Advanced

Parental Controls
Control the Interet content that can
be viewed.
Content Advisor -
Ratings help you control the Internet content that can be
wiewed on this computer.
f.f‘_Enl:lz __j ¥/ Settings
Certificates -

{ a Use certificates for encrypted connections and identification.
| cearssstate || certifcates || Ppublishers |
e ———

AutoComphete
=5 AutoComplete stores previous entries
= on webpages and suggests matches
for you.

Feeds and Web Siices

’j&'gT Feeds and \Web Sices provide updated

content from websites that can be
read in Internet Explorer and other
programs.

ok ][ cancal ][ apoly

4. 99 Certificates luntinvoazuanslmiu Certificate Alsvinnsinsaluuan Feludagis evinnsinsa

Certificate U94NSTDA TEST 003

r‘ﬁ Certificates T — — — uﬁ

Intended purpose: [<AJI> v]

Personal | Other Peaple | Intermediate Certification Authorities | Trusted Root Certificatior] ¢ [ |

Issued To Issued By Expiratio...  Friendly Name
54 NSTDA TEST 003 RDC Online CA Test 9/5/2558 nstda test 003
e/ ueana wunat 97u... RDC Online CA Test 20/5/2558 UID=1340700266751,1,
@u‘m FTUU VAADY Electronic Document ... 19/2/2557  wim sty vieday

H
' T | 3

[inpart ] [(Bport ] [ Renore

Certificate intended purposes

<All=
View

Learn more about certificates Close

O3FU1.00, Tufl 20 wwey 2557 i1 8
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1193 Export Certificate File U Windows7

Wunsiesn Certificate File aliihnsinasliuduiietesnunseazidenves Certificate File

1. @enControl Panel

2. \@en Internet Options

Microsoft Word 2010

‘Jj MNotepad

Calculator

@ Microsoft Excel 2010

\Ei’ Getting Started

@ Windows Media Center

Sticky Motes

% Snipping Tool
E.;“"EE) Paint

» Al Programs

krataii

Documents
Pictures

Music

Games

Computer

Control Panel
Devices and Printers
Default Programs

Help and Support

| Search programs and files

pa———_
@u-'@ } Control Panel » All Control Panel Reme

Adjust your computer’s settings

W Action Center

il Bluetooth Local cOM

i Desktop Gadgets

I Flash Playes

&% Indexing Options

[E L ocation and Dther Sensors
B Performance Information and Tools
B Realtek HD Audio Manager
#] Speech Recognition

[ Troubleshooting

[T Windows Mobility Center

2] Administrative Tools
q Color Management
i3 Device Manager
EI Folder Options
R inted(R) nsviinuasinhiiniu
F Mouse
! Personalization
& Recovery
@ Sync Center
ﬂ,'!. User Accounts

Q Windows Update

ilg AutoPlay
B Credential Manager
ﬁ Dievices and Printers
i Fonts
% Network and Sharing Center
&S Phone and Modem
& Region and Language
= System
E Windows CardSpace

E;_l TR

'& Backup and Restore

<Y Date and Time

B Display

4l Getting Started

o lava

B Naotification Area Icons
a Power Options

fb RematefApp and Desltop
|1| Taskbar and Start Menu
B Windows Defender
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3. 99 Internet Properties
3.1 maniden “Content”

3.2 p@anwaen “Certificates”

| General | seurity | Privacy | Content [ Connections | Programs | Advanced |
oo 4

| Parental Controls -

Control the Internet content that can
| be viewed.
| Content Advisor

Ratings help you control the Internet content that can be
| Certificates

Use certificates for encrypted connections and identification,

| Cearssistate ||  certfcates || publsh ]

AutoComplete —

‘ b AuoConpiete stores revious enbies

on webpages and suggests matches
for you.

Feeds and Web Shces
7 Feeds and Web Slices provide updated w
‘ Y5 content from websites that can be
read in Internet Explorer and other
| programs.

e

4. W9 Certificates

v

4.1 maniden Certificate File fideanas Export Certificate File

4.2 Aandu “Export...”

' ™y
Ty —_
Intended purpose: [<N|> v]
Personal | Other People | Intermediate Certification Authorities | Trusted Roat Certificatior| + | *
Issued To Issued By Expiratio...  Friendly Mame
54 NSTDA TEST 003 RDC Online CA Test 9/5/2558 nstda test 003
u‘hm'l':l Ui u...  RDC Online CA Test 20/5/2558  UID=1340700266751, 1. (|
Slwe szvu maaay Electronic Document ... 19/2/2557 w1y szuy vadau
H
< i ] r
[ Import... ]I[ Export... ]I[ Remove Advanced

Certificate intended purposes

<All>

View
Learn more about certificates

93HU1.00, Tuil 20 Wy 2557 i1 10
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5. manUu “Next”

Certificate Export Wizard |
Welcome to the Certificate Export
Wizard
7 This wizard helps you copy certificates, certificate trust
[ lists and certificate revocation lists from a certificate
| store to your disk.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

6. mAdnden “No, do not export the private key” @enuieidunis Export Certificate File 713ii@ public key
Wity

6.1 aanUu “Next”

r 2 B
Certificate Export Wizard i

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected, If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

Yes, export the private key

©) No, do not export the private key

Note: The associated private key cannot be found. Only the certificate can be
exported,

Learn more about exporting private kevs

93HU1.00, Tuil 20 Wy 2557 Wi 11
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7. manwdan “Base-64. Encoded X.509 (.CER)
7.1 aandu “Next”
r‘} Certificate Export Wizard ﬂ-\

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

(") DER encoded binary ¥.509 (.CER)

I (@) Base-64 encoded ¥. 509 (.CER) I

() Cryptographic Message Syntax Standard - PKCS £7 Certificates (\P7B)
Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (.PFX)

Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties

Microsoft Serialized Certificate Store (L55T)

Learn more about certificate file formats

< Back I[ Mext = Jl[ Cancel

X — = = A

8. manUu “Browse” Liievinisideniieglilnafivinnns Export nazthluiiuliiila
8.1 \levhnisideniieguasinalaua Tindna “Next” e
(il Certificate Export Wizard ﬁ-‘

File to Export
Spedfy the name of the file you want to expart

File name:

C:\Users\kratai\Desktop\Certificate\Certtificate_test003.cer

< Back [ Mext = ] [ Cancel

n p— = = = 4
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9. nihasuanivazBunveslWanlAvinnis Export
9.1 adnyu “Finish”

i == - A
i} Certificate Export Wizard ﬂ

Completing the Certificate Export

Wizard
o You have successfully completed the Certificate Export
o = wizard,
‘:y You have specified the following settings:
: -
File Name Cils
Export Keys Mo
Indude all certificates in the certification path No
File Format Basesdq

4 L 2

< Back I[ Finish 1[ Cancel
—_

10. n90LEAIUEAN “The export was successful.”
10.1manYN “OK”

i R
i} Certificate Export Wi... ﬁ

The export was successful,

O3FU1.00, Tufl 20 wwey 2557 i 13
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11. Mnuuludshegiildinisientd ensiaaeuindl Certificate File lavinis Export udwiels

( L

.\.:/u,\;/u | . v Certificate v|¢y| Search Certificate
Organize = Include in library » Share with » Burn New folder q==
=
i Favorites Mame
Bl Desktop I:ﬂJ Certtificate_test003 I
& Downloads | NSTDADO3_125520uid0105540088726_6412815

= Recent Places
3 Libraries

3 Docurmnents

J‘r Music

= Pictures

EE Videos

1% Computer
&, Local Disk (C)
a Local Disk (D)

12. iedan1sgeavidenves Certificate File Tinanidanludfideinis Wsunsuagvinisuansseazideali

NIu
— B
Certificate ﬂ
General | Details | Certification Path
| ﬁ Certificate Information
This certificate is intended for the following purpose(s):
» All application policies
I
I Issued to: MSTDA TEST 003
Issued by: RDC Online CA Test
I valid from 10/5/2557 to 9/5/2553
I

Install Certificate...| | Issuer Statement

Learn more about

1935411.00, Judi 20 wwneu 2557 i 14



