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j Facebook as a Diary
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s "The more function an application has, the
less secure it tends to be, " Roger
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a Phishing/Virus/Malware thru Facebook
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Suicide of Megan Meier
WIKIPEDIA g
The Free Encyclopedia From Wikipedia, the free encyclopedia
) Megan Taylor Meier (November 6, 1992 — October 17, 2006) was an American teenager from Dardenne Prairie, Missour, who ]
Main page committed suicide by hanging three weeks before her fourteenth birthday. A year later, Meier's parents prompted an investigation into Megan Meier
Eonttent; et the matter and her suicide was attributed to cyber-bullying through the social networking website MySpace. The mother of a friend of
eallrea conten Meier, Lori Drew_ was later indicted on the matter in 2008, but in 2009, Drew was acquitted_m
Current events
Random article Contents [hide]
Donate to Wikipedia 1 Background
= Interaction 2 Death
Help 3 Investigation
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4 Aseal@nun: Security Failure
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ASSCCIATED PRESS

Olatunji Oluwatosin, a Nigerian national
accused of stealing personal information
from people through bogus accounts
with ChoicePoint Inc., pleaded no contest
last week in Los Angeles Superior Court.
The company disclosed yesterday how
many people in each state may have
been victimized.
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= Worm

= Spyware
= DoS

= Phishing
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= Spam
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Just as a biological virus disrupts living cells to cause disease, a computer virus—introduced maliciously—
invades the inner workings of computers and disrupts normal operations of the machines.

B ||| ——

2 | The virus attaches itself and
travels anywhere that the host
program or piece of data travels,
whether on floppy disk, local area
networks, or bulletin boards.

1] A virus starts when a programmer
writes a program that embeds itself in a
host program.

- =]
3 | The virus is set off by either a time
limit or some set of circumstances, possibly

a simple sequence of computer operations
by the user (e.g., open an attachment). Then
it does whatever the virus programmer
intended, whether it is to print “Have a nice
day” or erase data.




B Account Information - Message (HTML) E]
' E;le Edit Wiew Insert Format Tools Actions Help
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i aReply | gReplyto Al | igForward | 4 3| ¥ | X | @

From:] HSW Bankcom  Sent: Fri11/25/2005 2:04 PM
John Doe

Ce:

Subject: Account Information

Dear customer:

During an automated audit on 11/20/2005, we discovered
discrepancies in your account. Please follow the link below

_to confim vour account information with us| Failure to
respond within five business days will result in the
termination of your account,
Sincerely, HSW Bank

hitp:.fhswhank accountmaintenance.comiverifyf0984325 htm)




Remember, Old MNational wall
i never send you emails asking
fior vour personal and/or financial

ID-protection(@Oldnationalbank com mformation.
mw 8/5/2005 2:57 PM

Subject: Important Account Information ( Unusual login attemipts - Case [D:1234567)

Dear Old National Bank Customer,

We recently noticed several attempts to log in to your personal account from a foreign
IP address and we have reason to believe that your account was used by a third party
without your authorization. If you recently accessed your account while traveling, the
unusual login attempis may have been mitated by you

The lopin attempt was made from:
IP address: 123.45.123.45
ISP Host: cache-66.proxy.acl.com

Affter three unsuccessful attempts to access your account, your personal Online Profile
has been locked. This has bemdmelum:ewmmunumd lo protect your
private information. 'We are trying to are secure.

This i3 not Old Natonal s url
You must unlock your profile by :

hitp:fwww Oldnationalbank com/index html

If you should have any additional questions or conc
at: service{@Oldnational bank com

Be extremely cautious about
clicking on links provided
within emails.

Thank you for using OldnationalBank ! 2005 Oldnationalbank Corporation. All rights
reserved. Equal Opportunity Lender. Member FDIC.

Be wary of overall poor
grammar & musspellings.
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Your session has expired!
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Fergal ymsr paswsrd !

bl Your session has expired. Please re-login.
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Hot & MySpace Membar? Jain FREI

Member Login
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E-Mail :
ffter You Shgn Up You Can:
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Example of a typical, poorly-constructed phishing e-mail message

Il-.l.ﬂ Frorm. .. UTSA MAIMTEMNANCE <maintenacei@utsa, edu

Ul Ta.. John Doe

misspelled words
I ce... [ poOT grammar
Subject: MAIMTEMNAMZE ALERTI!

Oear Email User,

Prior to the unwanted spam in our UT%S webmall servicg® we have decided
tn performgfientainancesen our site, OUMentainanced bhsed on free
Anti-spamrming procecoon for all UTSS ussers accod ghich 1s number

10 of our UTSA email;‘exchang?u are to send in

vour information below in this order

ook ok ok ok ok ok ok ok ok ok ook ok k). RUBPUIEADIE Organizations
1.3Full MAME: I companies will HEVER
=8 =Rist ask for your password
IPASSWORD >

4.4 FTE MSIL:

S.SECRET QUESTION:

6.5ECRET ANSWER:

7ADATE OF BIRTH:

e o o ok ok o R K o ok ok o

This process will helpw® to fight aglainst spam mails, Failure % submit

your UTSA ama)l/-®Ehange Accopht Details, will render your elgail
addres @,- our datgfiase.

MOTE: You will b wour email password reset message
immediately after undErgoINg this process for security reasons,

Technical System Team E-mail address
should he "Office
of Information

Wﬁwr' ——— 1 Technology”
—majntenance@utsa.edl <mailto:maintenance@utsa.ed
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Source: http://en.wikipedia.org/wiki/Botnet 34
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